Miguel Angel Astor Romero

24 de mayo de 2019

«0O0>» «Fr «E>» < > Q>



1 Repaso

2 Tipos de Cifrado Simétrico

'3 Algoritmos

4 Conclusiones

«O0r «F)r « < > Q>

it
v
i



Repaso Tipos de Cifrado Simétrico Algoritmos Conclusiones
@0000 000000000000 0000000000000 0 000

Conceptos Fundamentales

Criptologia

Ciencia que estudia la criptografia y el criptoanalisis.

Criptografia

Ciencia que estudia las Criptoanalisis

pr_opied_ades y el disefio de Ciencia que estudia el descifrado

Gl e de un mensaje encriptado sin
T necesidad de la clave, basandose

Criptosistema en propiedades del algoritmo o

Algoritmo, técnica y/o del texto cifrado.

herramienta para cifrar mensajes.
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Tipos de cifrado

Cifrado simétrico

Conjunto de algoritmos y técnicas de cifrado que utilizan una Gnica
clave de cifrado secreta, compartida entre los participantes de la
comunicacién cifrada.

Cifrado asimétrico

Conjunto de algoritmos y técnicas de cifrado que utiliza dos claves
de cifrado: una secreta o privada conocida solo a su duefio, y otra
publica conocida por todo el mundo.
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Simbolos y Bits

UNLIKE HISTORICAL CIPHERS,
WHICH OPERATE ON LETTERS,
MODERN ENCRYPTION METHODS
OPERATE ON BINARY NUMBERS.
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Clases de Cifrado Simétrico

Conclusiones
000

THERE ARE TWO MAIN TYPES OF
SYMMETRIC-KEY ALGORITHMS:

STREAM CIPHERS

BLOCK CIPHERS
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Cifrado de Flujos

Start

Algoritmos
00000000000000

1 bit

End

Plaintext 1 E 0

L EEErH

) Encrypt 1 bit or group of bits at a time. ]

1

Key f) 1

1

0

Ciphertext

§§ R -1
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Ejemplo 1 - Cifrado XOR

Ejemplo 1

texto plano 0b01001101 (0x4D -> 'M")
clave 0b10010001 (0x91)
texto cifrado 0b11011100 (0xDC)

Ejemplo 2

texto plano 0b01000001 (0x41 -> 'A’)
clave 0b10010001 (0x91)
texto cifrado 0b11010000 (0xDC)
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Ejemplo 2 - RC4

Generacién de Claves Generacién Pseudo-Aleatoria
for i from O to 255 i:=0
S[i] := i j:=o0
endfor while GeneratingOutput:
j:=0 i = (1 + 1) % 256
for i from O to 255 j = (G + S[il) % 256
j = j + s[il swap(S[il, S[jl)
j := j + key[i % keylengthl K := S[(S[i] + s[jl) % 256]
j =3 % 256 B := read()
swap(S[i], S[j1) print(B & K)
endfor endwhile
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Modos de Operacion

Electric Code Book (ECB)

Cada bloque se cifra de manera
individual.

Otros modos de operacion

Algoritmos
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Cipher Block Chaining (CBC)

El cifrado de un bloque depende
del bloque anterior.

m Output Feedback (OFB)
m Cipher Feedback (CFB)
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Electric Code Book

Algoritmos
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THE WAY A BLOCK

THAT'S ONE

WAY OF -
DEALING —
WITH THEM!

CIPHER 15 ENCRYPTED OR
DECRYPTED DEPENDS ON
TS MODE OF OPERATION,
WHICH 15 THE ALGORITHM
WE USE FOR THE CIPHER.

ECB MODE TREATS
EACH BLOCK AS AN
INDEPENDENT UNIT
AND ENCRYPTS AND
DECRYPTS EACH BLOCK
INDIVIDUALLY.

BUT IF THE PLAINTEXT
INCLUDES IDENTICAL
BLOCKS...

WON'T THE CIPHERTEXT

ALSO HAVE IDENTICAL

BLOCKS AND BE
INSECURE?

FOR EXAMPLE, IF THE PHRASE “MY LOVE,”
APPEARS TWICE IN THE PLAINTEXT...

MY LOVE Y LOVE,

| singn
G /"wsE%*
THEN THE CIPHERTEXT /"M#46%* 15 REPEATED.

THIS WOULD INADVERTENTLY PROVIDE A CLUE
N\ FOR CRACKING THE CIPHER, WOULDN'T IT?
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o The previously encrypted
¢ block C,, is used to XOR the
next block of plaintext.
XORed block | X " X " X I e
Encryption key |

64 bits
DES algorithm

Output block | Cy " C " Cis I

. —PI Co ” C " Cin
64 bits

Ciphertext (in binary)
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Redes de Feistel

MY CRIPIDSYSTEM 15 LIKE /\

ANY FEISTEL CIPHER, EXCEPT
INTHE §-BOXES WE SimPLY PECRYPTION
TAKE THE BITSTRING DowN

] 01101010
FLIP 1T, ANDREVERSE IT. P <

\ |l040>7010
P

é 01010011

W

AA,(\’-\/‘\‘-\/\/‘V\/\ AN ANAANCNATN A

PARAISLANAANN0L A
I'VE_BEEN BARRED FROM SFEAKING AT ANY MATOR

CRYPTDGRAPHY CONFERENCES EVER SINCE 1T BECAME,
CIEAR THAT ALL MY ALGORITHMS WERE JUST
THINLY DISGUISED MissY ELLSTT SONGS.
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Algoritmo de cifrado de

bloques tipo CBC.

Disefiado por Horst Feistel
en 1970.

Primera implementacién:
Cifrado Lucifer de IBM.

Es una involucién.
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Funcionamiento de una Red de Feistel

Algoritmo

1 Dividir el texto plano en bloques de 64 bits.

2 Separar bits en pares (Lg) e impares (Rp).

3 Aplicar funcién de ronda f con clave K; a L.

4 Calcular XOR de f(Lo, K1) y Ro.

5 Repetir pasos 3 y 4 para las rondas 2 a 16.

6 Reconstruir bloque de 64 bits con resultado de la ronda 16.

7 Invertir permutacién inicial.
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32 bits

@ XOR operation []

—

XOR operation on Encryption
Ryand L, o subkey K,
:
a
-
)
Ly=R, | [ Recreosmaxy |
32 bits 32 bits ¢




32 bits

@ | Output M (64 bits) |
| Ciphertext C

Perform steps 2-7 on all
blocks, then reconstruct
them into the ciphertext.

A\

RN Ge



Repaso
00000

Tipos de Cifrado Simétrico

000000000000

Algoritmos Conclusiones
©0000000000000 Q00

Data Encryption Standard - DES

THE FIRST ENCRYPTION
STANDARD THAT WAS WIDELY
ADOPTED FOR BUSINESS

PURPOSES WAS DES...

BUT IT WAS ACTUALLY
BASED ON ANOTHER
CRYPTOSYSTEM!

Miguel Angel Astor Romero
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The First standardized civilian
encryption system was DES (Data
Encryption standard). It was
based on an earlier system,
the Lucifer cipher, which was
developed in the early 19705 by
Horst Feistel at IBm.
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Funcionamiento Completo de DES
ENCRYPTION DECRYPTION
Encryption process Enceyptiomkey ! Decryption process DeciypHonkey

generation process generation process

Plaintext input Secret key | Ciphertext input Secret key
(in binary) (in binary) (in binary) (in binary)
¥ 64 bits ¥ 64 bits | ¥ 64 bits ¥ 64 bits
Initial Permuted choice | Initial Permuted choice
permutation IP PC-1 Permutation IP PC-1
L, (32)¥ VR, (32) Cc, (28)w ¥D, 28) | L, 32)¥ VR, 32) C, 28)¥ VD, (28)
Conversion Subkey [ 5yibkey generation Conversion Subkey | 5 bkey generation
process round 1 K, (48) round 1 | process round 1 K, (48) round 1
1 16
L, (32) R, (32) C, 28)¥ VD, 28). L, 32)¥ VR, (32) v D, (28)
L, (8214 YR (82) C, (28)y 3P [28]|Ln (82)4, YR (82) C,; (2814 3Dis (28)
onversion ubkey generation onversion ubkey generation
- Subkey [ - N Subkey [0
process round 16 | g g) round 16 | process round 16 | X4q) round 16
s (32)

Ly (32|l><zzm( 2)
Final
permutation IP !

64 bits 64 bits
The number inside
each () indicates the
block size in bits.
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Steps 3 and 4 are repeated in rounds 2-15 i
:

48 bits
Subkeys K, K,

v

f

A
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To generate the decryption subkeys,
the bits are right-circular shifted instead.
‘When the initial key is used for decryption,
the subkeys are obtained in reverse order
from K, to K.
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IGhits 16 bits. leiLs

@l S-box, |[ S-box, Il S-box, || S-box,

4 bits

4 bits ldhits l4hits

l Combine into 32-bit block

Output of the round
function f <O «Fr o«
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DES es Inseguro

1T'5 BECAUSE IF THE
NUMBER OF KEY CHOICES
BECOMES TOO LARGE...

THE NSA WON'T BE
ABLE TO INTERCEPT
CIPHERTEXTS, RIGHT?
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PROBABLY.

THE NSA DOES
ENGAGE IN GLOBAL
INTELLIGENCE.

CIPHERS AND PROBING
IMPORTANT CLASSIFIED
INFORMATION.
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Ataques de Fuerza Bruta
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Chip “Deep Crack” de la EFF

o}

L)
g

AWT-4500
DEEP CRACK
ORBIT 61335A

9816 T03093.1A

ST
RO
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Plaintext

DES encryption¢ 4— Keyl
(56-bit encryption key)

DES ciphertext 1

DES decrypﬂon¢ 4— Key2
(56-bit decryption key)
DES ciphertext 2
DES encrypr.ion¢ <4 Key 3
(56-bit encryption key)
3-DES ciphertext —p I DES ciphertext 3

i Por que la segunda etapa es un desencriptado?
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Espacio de Claves en Triple-DES

IF YOU USE DIFFERENT
KEYS THROUGHOUT, YOU
END UP WITH A KEY SIZE
OF 56 X 3 =168 BITS.

Miguel Angel Astor Romero
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Advanced Encryption Standard - AES

m Especificacion del Algoritmo
Rijndael.
m Inventado por Daemen y
.. IN 1997, THE US NATIONAL
RUmen en 1997. INSTITUTE OF STANDARDS AND
TECHNOLOGY MADE A PUBLIC CALL
m Cifrado de Bloques de 128 ot el ol ol
. STANDARD FOR ENCRYPTION. THIS
bits. ALGORITHM WOULD EVENTUALLY
. BE CALLED AES.
m Tres longitudes de clave:
m 128 bits.
m 192 bits.
m 256 bits.

m Cifrado oficial del gobierno
de Estados Unidos.
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Conclusiones

m El cifrado simétrico por computadora puede funcionar de dos
maneras distintas:

m Cifrado de flujos.
m Cifrado de bloques.

m Las técnicas clasicas de sustitucién y transposicién siguen en
uso.

m RC4 es un cifrado de flujo sencillo pero influyente.

m DES demuestra la importancia de disefiar bien todos los
criterios de un algoritmo de cifrado.

m Triple-DES y AES son muy sofisticados y robustos.
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m Distribucién de Claves.
m Algoritmo Diffie-Helman.

m Generacién de Niameros Aleatorios
m Esteganografia.
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i Preguntas?
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