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Definicion

Estandar NIST 800-155

PenTesting es el proceso de determinar que tan efectivamente
una entidad (pe. un host, sistema, red, procedimiento,
persona, etc.) cumple objetivos de seguridad especificos.
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Conceptos ITU-T X.800

La recomendacién ITU-T X.800 define un marco conceptual
estandar para representar la seguridad de un sistema
informatico.

Amenaza Ataque

Posibilidad de violacién de Accién que vulnera la
la seguridad de un sistema. seguridad de un sistema.
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NIST 800-115

ST

National Institute of
Standards and Technology
U.S. Department of Commerce

Technical Guide to InfoSec Testing and Assessment

» Recomendacién de metodologias, procedimientos y

actividades para la evaluacién de seguridad de sistemas
informaticos.
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PTES

M:
Lo IN

Navigation

Main page

= PTES Technical Guideline
= Inthe Media

= FAQ

Page

view source _history

High Level Organization of the Standard

The penetration f seven (7) . These cover everything related to a penetration test - from the inital
communication and reasoning behind a pentest, through the intelligence gathering and threat modeling phases where testers are working behind the scenes in
order to get a better understanding of the tested organization, through wulnerability research, exploitation and post exploitation, where the technical security
expertise of the testers come to play and combine with the business understanding of the engagement, and finally to the reporting, which captures the entire
process, ina manner that makes sense to the customer and provides the most value to it.

This version can avioas

= Related changes
= Special pages
= Printable version
= Permanent link
= Page information

of the standard are solidified, and have been "road tested" for over a year through the industry. A
v2.01is in the works soon, and will provide more granular work in terms of "levels" - as in intensity levels at which each of the elements of a penetration test can
be performed at. As no pentest is like another, and testing will range from the more mundane web application or network test, to a full-on red team
engagement, said levels will enable an organization to define how much sophistication they expect their adversary to exhibit, and enable the tester to step up
the intensity on those areas where the organization needs them the most. Some of the initial work on "levels” can be seen in the intelligence gathering section.

Following are the main sections defined by the standard as the basis for penelration testing exec

= Pre-engagement Interactions

= Intelligence Gathering

= Threat Modeling

= Vulnerability Analysis

= Exploitation

= Post Exploitation

= Reporting
As the standard does not provide any technical guidelines as far as how to execute an actual pentest, we have also created a technical guide to accompany the
standard itself. The technical gude can be reached via the link below:

= Technical Guidelines

For more information on what this standard is, please visit:

= The Penetration Testing Execution Standard: FAQ

“This page was ast eited on 16 August 2014, at 20:14. Content i avaibe under GHU Fre Documentation License 1.2 unless otherwise noted. Pivacy polcy About The Penetration Testing Execution Standard Disclimers

Panered by MedaWik
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GOSUB LOOK_FOR_HOLES

IF HOLE_FOUND = FALSE THEN GOTO 50
GOSUB FIX_HOLE

GOTO 10

GOSUB CONGRATULATE_SELF

GOSUB GET_HACKED_EVENTUALLY_ANYWAY
GOTO 10
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NIST 800-115

La recomendacién NIST 800-115 establece 3 etapas para el
proceso de PenTesting:

» Planificacion
» Ejecucién
» Post-Ejecucién

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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Fases de NIST 800-115

Planificacién

| 2

v

Desarrollar una politica
de evaluacién de
seguridad.

Prioritizar y calendarizar
las evaluaciones.
Seleccionar técnicas de
evaluacién.

Logistica.

Desarrollar un plan de
evaluacién.

Analizar requisistos y
regulaciones legales.

» Obtener permisos.
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Fases de NIST 800-115

Planificacién

| 2

v

Desarrollar una politica
de evaluacién de
seguridad.

Prioritizar y calendarizar
las evaluaciones.

Seleccionar técnicas de
evaluacién.

Logistica.
Desarrollar un plan de
evaluacion.

Analizar requisistos y
regulaciones legales.

» Obtener permisos.

Ejecucién

» Coordinar.
» Revisién del plan.

» Analisis de
vulnerabilidades.

» Documentacién.
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Fases de NIST 800-115

Planificacién

» Desarrollar una politica
de evaluacién de
seguridad.

» Prioritizar y calendarizar
las evaluaciones.

» Seleccionar técnicas de
evaluacién.

v

Logistica.
» Desarrollar un plan de
evaluacion.

» Analizar requisistos y
regulaciones legales.
» Obtener permisos.

Metodologia de

PenTesting
Miguel Angel
Astor Romero
Ejecucién
» Coordinar.
» Revisién del plan.
» Analisis de Metodologia NIST

800-115

vulnerabilidades.

» Documentacién.

Post-Ejecucién

» Desarrollar
recomendaciones.

» Reportar.
> Mitigar.



Penetration Testing Execution Standard

» Estandar informal desarrollado por profesionales.

Technical Guidelines

» Consta de dos partes:

» Recomendaciones de metodologia.

» Guia técnica.

» Mas detallado que NIST 800-115. Define 7 fases para el

proceso de PenTesting.
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Interacciones Pre-Compromiso PenTesting
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Metodologia de
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» Se busca establecer: Caeleris ST
> A|Cance. Metodologia PTES
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» Dominio de PenTesting
pruebas_ Escaneres
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Recoleccion de Inteligencia

» Recopilacién de
informacién sobre la
organizacién, su
entorno y sus sistemas.

» Se define en 3 niveles:

» Dirigido por
estandares
(compliance
driven).

» Orientado a
mejores practicas.

» Patrocinado por el
estado.
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Metodologia de

Modelado de Amenazas oriogta
Miguel Angel
Astor Romero
MODELS OF THE ATOM
OVER TME Advertencia
- . Definiones y Conceptos
; 50 = standares
O &) @
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A 3431% N 1l
1928 1932 2008 oAy | FUTURE
UNCHUCK ik 53 uanrup  SMALL HARD
Nﬂm Cm.D‘DJEL SHBIODEL GUANTUM o ORROUNDED Eecineres
BY MATH MODEL Herramientas On-Line
para Recoleccién de
Inteligencia

» Consiste en:

Suites de Ataques

Distribuciones

Conclusiones

» Identificar los objetivos dentro de la organizacién, e
estableciendo su nivel de riesgo y objetivos secundarios.

> lIdentificar el perfil (motivacién, nivel técnico y
herramientas) de un posible atacante.



Analisis de Vulnerabilidades

» Uso de herramientas
automatizadas
(escéneres) y/o
analisis manual para
identificar amenazas.

» Puede hacerse a nivel
de red, sistema
operativo, aplicaciones
y Web.
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Explotacién

» Uso de herramientas y
frameworks para
atacar las
vulnerabilidades
identificadas.

» Hay que tener
conciencia de los
riesgos:

» Caidas de servicio.
» Acceso y filtracion
de informacion

sensible.
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Post-Explotacién

» Consiste en:

» Identificar el valor de los sistemas y maquinas
comprometidas en la fase de explotacién.

» Identificar posibles vectores para otros ataques
los sistemas comprometidos como pivote.

] = =
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Reporte

» Hay que documentar todo lo que se haga con alto nivel
de detalle:
» La planificacion.
» Actividades realizadas.
» Resultados obtenidos.

» Se suelen producir dos tipos de reportes:

» Restimenes ejecutivos.
» Documentacion técnica.

» IMPORTANTE Proteger los reportes a toda costa.
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STARTING WIFI AUTOCONFIG. ..
SEARCHING FOR WIF...
FOUND NO OPEN NETWORKS.

FOUND SECURE. NET
SSID “Lenhart Family”

4

TRYING COMMON

PASSWORDS... FAILED.
CHECKING FOR WEP
WILNERABILITIES. ..

Ul NONE
- FOUND.

4

CONNECTING TO
BLUETDOTH PHONE. ..

CALLING LOCAL SCHOOL ...

FOUND
LENHART
CHILDREN,

V.

T

NOTIFYING FIELD AGENTS.
CHILDREN ACGUIRED.
CALUNG LENHART PARENTS,
NEGOTIATING FOR WIF)
FASSWORD . ..

§

R
crvet
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Herramientas Basicas R

Miguel Angel
Astor Romero

nslookup

» Programa de consulta a servidores de nombres.
» Funciona en modos automatico e interactivo.

» Permite obtener informacién variada sobre hosts
especificos mediante consultas DNS

Escaneres



Herramientas Basicas N enTertng "
Miguel Angel
Astor Romero
nslookup

» Programa de consulta a servidores de nombres.
» Funciona en modos automatico e interactivo.

» Permite obtener informacién variada sobre hosts
especificos mediante consultas DNS

Escaneres
dig
» Programa de consulta a servidores de nombres.

» Conceptualmente similar a nslookup, pero provee
informacién mas detallada y opciones mas flexibles.

» Permite realizar transferencias de zona.



Mot shewn: 977 closed parts
SERVICE
fipd 2.3.4

ftp s
-anen: Anonymous FTP login allowed (FTP code 230)
ssh OpenSSH 4.7p1 Debian Bubuntul (protocol 2.

te0:51 108A}
1RsA)

open  telnet Linux telnetd
open setp Postfiz smtpd

PIPELINING, SIZE 16240040, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODES.

15 na such

Signature Algoritha: shalWithRSAEncryptien
volid befare: 7018-03-17714107:43

2348 BAZH
7000 O30T dSdc 2373 99b4 98da 2d4d Jice
“ssl-date: 20R7- n O5TZ3:15:51+00:00; - 108d23h16a34s from scanner time.
sslv2:

45 no such thing outside

Metodologia NIST
800-115

Metodologia PTES

Herramientas de
PenTesting

Conclusiones
Conclusiones

3

DA



Metodologia de
PenTesting

Miguel Angel
Astor Romero

Introduccién

Advertencia

Definiones y Conceptos

Me«e_q)l_cu_(_ _ Configure | Audi Trad Larch - e - Estandares y
e st Recomendaciones
Hos ¢+ 1ZAIAAIE ¢ Vuloeabilies [0
Metodologia de
Seritys  Pugn hame Phgin Famity Cours Host Detalls PenTesting
=u Wea 1 L 12815684210 Metodologia NIST
ONE b TRuccedy 800-115
[ . s P i Metodslo
S Todnyazatpm
Liix Cperaing Sysiem Lns. pporied Verscn Detection Ganersl 1 .
== Ens Today at 251 Put Herramientas de
o P — P , St amiuies PenTesting
e Dewnicas
T e WTTR sereir NGy Cookod Inscrssancn Discicsuse s Sarer 1 et
Herramientas On-Line
T T Tmack  TRACK Methasds Alewed s Sy 1 para Recoleccién de
Inteligenci:
ST e xporied hare wiomasion Dirciosre RPC 1 N
Suites de Ataques
ST s hars workd Rancie wec ) Distribuciones
IEETI  sambasastook vlneratibty General 1 Conclusiones
EEEE s sigring Diatied e f Conclusiones
Preguntas
==x e 0

DA



Nikto

root@kali: ~ CC )
File Edit View Search Terminal Tabs Help

root@kali: ~ x root@kali: ~ x

:~# nikto -host http://webscantest.com
- Nikto v2.1.6

g 69.164.223.208
+ Target Hostname: webscantest.com
+ Target Port: 80
2018-03-23 13:11:33 (GMT3)

: Apache/2.4.7 (Ubuntu)
+ Retrieved x-powered-by header: PHP/5.5.9-1lubuntu4.24
+ The anti-clickjacking X-Frame-Options header is not present.
+ The X-XSS-Protection header is not defined. This header can hint to the user agent to pro
tect against some forms of XSS
+ The X-Content-Type-Options header is not set. This could allow the user agent to render t
he content of the site in a different fashion to the MIME type
+ Cookie TEST_SESSIONID created without the httponly flag
+ Cookie NB_SRVID created without the httponly flag
+ No CGI Directories found (use '-C all' to force check all possible dirs
+ Server leaks inodes via ETags, header found with file /robots.txt, fields: 0x65 0x52770f2
c6d6a3
+ "robots.txt"” contains 4 entries which should be manually viewed.
+ Apache/2.4.7 appears to be outdated (current is at least Apache/2.4.12). Apache 2.0.65 (f
inal release) and 2.2.29 are also current.
+ Web Server returns a valid response with junk HTTP methods, this may cause false positive

0SVDB-3092: /cart/: This might be interesting...

0SVDB-3268: /images/: Directory indexing found.

0SVDB-3268: /images/?pattern=/etc/*&sort=name: Directory indexing found.
0SVDB-3233: /icons/README: Apache default file found.

/login.php: Admin login page/section found.

7449 requests: 0 error(s) and 15 item(s) reported on remote host

End Time 2018-03-23 14:50:58 (GMT3) (5965 seconds)

FAt At t0

1 host(s) teste
=i
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Shodan

@ siooan [ S oo i G o

The search engine for

dan is th rld's first

Create a Free Account Getting Started

Explore the Internet of Things @ See the Big Picture

Use Shodan to discover which of your devices are connected to Websites are just one part of the Internet. There are power
the Intemet, where they are located and who is using them. plants, Smart Tvs, refrigerators and much more that can be
found with Shodan!

Monitor Network Security Get a Competitive Advantage
Keep track of all the computers on your network that are directly Who is using your product? Where are they located? Use Shodan
accessible from the Intemet. Shodan lets you understand your 1o perform empirical market intelligence.

digital footprint.

i,

81% of Iﬁune 100 1,000+ Universities

Shodan is used around the world by researchers, security professionals, large enterprises, CERTs and everybody in between.
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Exploit DB

Verified

Has App

A W O

=
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X

X

x

x

x
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x
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WordPress Theme Zoner Real Estate - 4.1.1 Persistent Cross-Site
Scripting

V-S0L GPON/EPON OLT Platform 2.03 - Remote Privilege Escalation
'V-S0L GPON/EPON OLT Platform 2.03 - Cross-Site Request Forgery

V-SOL GPON/EPON OLT Platform 2.03 - Unauthenticated
Configuration Download

thesystem App 1.0 -‘username' SQL Injection
thesystem App 1.0 - Persistent Cross-Site Scripting
thesystem App 1.0 - server_name'SQL Injection
Mobatek MobaXterm 12.1 - Buffer Overflow (SEH)
InERP 0.7.2 - Persistent Cross-Site Scripting

citecodecrashers Pic-A-Point 1.1 - ‘Consignment' SQL Injection

inoERP 4.15 - ‘download' SQL Iniection

Search:

WebApps.

WebApps
WebApps
WebApps
WebApps.
WebApps
WebApps.
Remote
WebApps.
WebApps

WebApps

Hardware

Hardware

Hardware

tho

moze

LiquidWorm
LiquidWorm
LiquidWorm

Anil Baran Yelken

Ismail Giingér
Sadik Cetin
Xavi Beltran

strider
cakes

Semen
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Google Hacking Database

w o @

)

=

Google Hacking Database

Show| 15

]

2019-09-27

2019-09-27

2019-09-26

2019-09-26

2019-09-26

2019-09-25

2019-09-25

2019-09-24

2019-09-24

2019-09-24

site/wp-settings.php

inurl/dana-na/ filetype:cgi
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What do normal people do
when they get this sad?

Leer la recomendacién NIST 800-115 y hacer un resumen de
a lo sumo 10 paginas de su contenido.
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